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2.1 Perspectives on ethics work in SHAPES
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Figure 1: Ethical dimensions in the SHAPES project

2.2 Ethical deliverables for research integrity and for ethical SHAPES
solution
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Table 4: Ethics deliverables for the SHAPES project

Deliverable Timetable Focus and Contents

Ethics Advisory Board M4 Provides information on the EAB working practices, as well as
D8.1 on the composition of the EAB.

Baseline for Project M6 Provides the guidelines and templates for research integrity
Ethics D8.2 and for the ethics management of the SHAPES project.
Ethical Framework for M7  and Provides ethical and legal requirements for the SHAPES
SHAPES solution D8.4 M18 solution (technology and services, user processes and

training, business/governance and ecosystem models).

Legal frameworks for Smart and Healthy Ageing and for
Privacy and Data Protection will be investigated in more
detail later on in deliverables D8.3, D8.11 and D8.12.
SHAPES Data M6 Provides Data Management Plan for

Management Plan 8.13 1) SHAPES solution (data processed on the SHAPES platform)
2) SHAPES R&D process (research data collected and
processed during the SHAPES project).

Regulatory Frameworks M42 Elaborates on the legal frameworks identified earlier in D8.4
for Pan-European Smart and analyses the extent to which current legal frameworks
and Healthy Ageing D8.3 facilitate the creation of pan-European systems for healthy
ageing.

SHAPES Privacy and M24 and Elaborates on the privacy and data protection regulation
Data Protection M48 (based on the initial requirements defined in D8.4) and
Legislation and Impact provides Privacy and Data Protection Impact Assessments of
Assessment D8.11 and the SHAPES solutions to be piloted.

D8.12

Privacy and Ethical Risk M12 and Analyses risks and mitigation strategies and actions related to
Assessments D8.8 and M24 the ethical and privacy risks of the SHAPES solution
D8.9 (technology and services, user processes and training,

business/governance and ecosystem models.)

2.3 The general value base
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Figure 2: SHAPES Ethics Governance Model

2.4.1 Research integrity procedures
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T.L2S2GL!S,;!11JG!IKG33!KE;K.IGI!.SI1IG!"#$%&"1 G1J231!]./G;-0-3GF! 2-3<EL2-]! 1JG!
0312/212GIIL2I3EINGLIE312.4Z10-L! :WBJGIK;.3GII!121!101!S.<<./b!

*W &03J!f%!<GOLG;!K;./2LGIIG1J230<!I®HSIITG-1 ="213G3GII0;U!
L.3ETG-1IAL.SIJG;9J2I11f%!0-LILG<2/G;1!12111JG&M!O-LIEK<.0LI 121!1.15G0TW
=IGGIEKG-LZ2NAW

8W,SIK;.[<GTI.33E;F!1JGU!0;G!1.[[GIL2IBEIGLI"21JG&M!0-L!2-11JG!& W

Z\WSJGI&MIN2<453.;L11JG!0312/212G 5! G1I23I!KOKG; ! 11024 2-3<ELRR-11JG!
G1J230<!K;.];GIII;GK.;1W

#0;.3GLE;GI!;G]0;L2-]!L010T0-0]GTG-1F!IGG!4010!M0-0]GTG-1!%<4@
=4'W*ZAK
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2.4.2 Definition and implementation of ethical requirements as SHAPES features

5JG!G1J230<!,GaE2;GTG-1I!S.;11IG!"#$%&".<E12.-"2<<|[GILGS2-GL!2-1&1J230<\;0TGA.; D!
S, I"#$%&".<E12.-! A'W:I0-LI4'W*: AN!

5.1G-1E;G!1J01!1JG!G1J230<!;GaE2;GTWEI TELEO<<U!E-LG;I1..LFI30;GSE<<UG2. ;2
0-LNE33GIISE<<UI2TK<GTG-1GLF!1JG!§812212GI!0;G!-GGLGLb

*W\2;11Ff%!<GOLG;I!0-L!10ID!I<GOLG;IISO0T22EB!11IGTIG</G21J11JG,GaE2;GTG-1lI!
[U1].2-]'1J;.E]3!11JG!<2I1!.SIG1I30</GaE2;GTG-1I'LGS2-GL!2-14'W:10-L14'W*W!

8W,112112TK.;10-1!1.1KG;3G2/G"JG13G{B0-! 033GKIL2SSG;G-3G11+0F212]A2.-1A!
2-11JG!2TK<GTG-1012.-1.S!11JG!;GaE2;GTG-11!12-1 1JG!K2<. 1/ GIBHBW&"!
|.<E12.-F3.TKO;GLI"21J!11JG!S2-0<!/G;12./W!!

Z\V,S!13<0;2523012.-121!-GGLBEEM!0-L!4%M! 0;G!10IDGLI"21K;./2L 2-] 11G3J-230<!
-.1Gl1.-11JG!1;0-1<012.-10-L12TK<GTG-1012 .SG!G1J230<!;GaE2;GTG-11!1.11J01!
1JGU!30-1[G!10DG-!2-1.1033.E-1!2-1/0;2.EI'10IDI!0-L!ILG<2/G;0[<GIW!5J2I!".;D!I2I!
30;;2GL! .E1! [U! K;./2L2-]! -GGLGL! L.3ETG-1I! O-L! IKG32S23012.-I! 0-L9.;!
5]0-2 12-1'd..T 6IGG12-]IwW

‘W 50ID!<GOLG;I' 0;G! GNKG31GL!1.!'3.-LE31@1 BD<! 3.TK<20-3G! 3JG3D!.S!1JG2;!
LG<2/G;0[<GI!0I!KO;1!.S!1IGGIGO;3J,; DI=I®HG-L2I8AW!,-1301G!3<0;2523012.-!
2I'-GGLGIQ[.E111JG!;GaE2;GTG-111251JG;!G1J230<!//2G"K.2-1I!GTG; [GE&M!

0-L 14%MITOU!G!;GaEGI1GL!IK;./2LGG<KI2-11JGI2TK<GTG-10$ALIG!G2R30<!
:GaE2;GTG-W

(W 5J3G!IG1J230<!13.TK<20-3G!3JG3DI!K;./2LGIOOILLG-LET!'1.!G03J!ILG<2/G;0[<G!
0;G!SE;1JG;!;,GK.;1GL!2-11JG!G1J23I'KOKG;!1;02<!0-L!G1J230<!K;.];GlI!; GRGLI![U!
&MW

2.4.3 The pilots

2.4.3.1 Research integrity

5JG!K;.3GIII;G]0;L2-]! :GIG0;3J12-1G]21U!21![0IGL!.-1&1J230<!"@HESII TG-1!
LGI3;2[GL!2-IE[AG312.-18W:\W8
|

*W&03J! K2<.1! .;]0-2012.-! K;./2LA! G1J230<! I6XSIIT G-1! ~21J! 01103JGL!
L.3ETG-1I I=IGG!EKG-L2NA!0-LILG<2/G;I121 IIG&M!0-L! EK<.0L!1.11GOTI W!, 1!
211G11G-120<!1.1SM<.30<!|E2LGR-G!0-L!;G]E<012.-1:G]0;L2-]!/0;2.EI'K2<.12-]!
0312/212G11*21J!11JG!3212dG-IW
|

8W,SIK;.[<GTI.33E;F!1JGU!0;G!1.I[RIZENGLI"21J1IG&M!0-L14%M W
!
Z\WS5JGMIN245G3.;L11JGI0312/212G112-11JG!G1J23IIKOKG;! 1|1BPR2A!P1101!KO; 1. S!
1JG!G1I2H<];GlILGK.;  1W!
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2.4.3.2 The validation/verification/assessment of ethical features of SHAPES

$111JG!IG1J230<!;GaE2;GTG-1IIS,;11JG!"#$%&"I.<E12.-I=IGG!4'W:A!3.-3G;-11IG!"#$%&"!
1G3J-.<.]UF! 211 EIG;! K;.3GIIGI! O-L! 1;02-2-]F! O-L! SE1E;G!
[EI2-GII9]./G;-0-3G9G3.IUILGT! T.LG<IF! 1JG2;! /G;2S23012.-9/0<2L012.-901IGIITG-1!
TEI1![GITE<12S03G1GLW!

*W &1J230<;GaE2,GILILG<01GLIL.I"#$%&"11G3J-.< JUI0-LILIGIEIG!.S12111J.E<L![G!
J0<2LO1GL!0I'K0;1!.S!1JG!]G-G;0<!"#$%&"1/0<2L012.-10KK;.03JILE;2-]! 1JGIK2<.1
KJOIGW!5J2112-3<ELGI!-.1!.-<U!G 1J230<!SHEIEIG!/0;2.EIIL2]210<!IG;/23G1!0-L!
L010! 0-0<U1231! [E1! OBIGWRM0<2L012.-! .S! 3.-1G-1! 1.! [G! 3.<<G31GL! .-! 1JG!
"#$9%&"IK<01S.; TW!
|

8W&1J230<!;:GaE2;GTG-111:G<012-]!1.1K;2/03U10-LIL010!K;.1G312.-"2<<![GI0lIGIIGLIOI!
KO:1!.S!1JG!"#$%&"%42/03U! 0-L14 010%.1G312.-ITKO31$ IIGIITG-1!=4%,$A!
=4'W*710-LI4**AWI&03JIK2<. 111J0<<!LA%, $![GS.:G!1IGIK2<. 11110;1W
I

Z\W5JG!G1J230<!;GaE2;GTG-11!:G<01GIGIEL2-GII!0-L!]./G;-0-3G! T.LG<! TOU!
-.1!1-G3GII0;U![G!/0<2L01GLIOINE3JILE;2-]' 1JG!K;. HG31W!j-1 1JG!.1JG;1 JO-LF![U!
K;./2L2-]! 0-1 G1J231!13.TK<20-3G!3JG3BG03JILG<2/G;0[RELI2IK.112[<G!Y/G;2SU!
1J01!1JG/0;2.EI'G1J230<!21IHGIG![GG-!3.-12LG;GL!2-1/0;2.EI'LG<2/G;0[<GIW
|

‘W \GGL[03D!.-! 1JGM$%&" 0.LG!.S!0.-LE31!=IGG!4'W:Al"2<<![G!3.<<G31GL!/20!
aEGI12.--02;G!S;. TIK24KI0; 1232KO0-1IW

5JG!&M!0-L!4%MIN2<<IK;./2LG!IKG32S523!1G3J-230<!-. 113IGH0<2L012.-9/G;2S23082.-1.
G1J230<!;,GaE2;GTG-1I![GS.;G!K2<.1IW!

2.4.3.3 Ensuring ethics compliance of the SHAPES version to be used in pilots

5JG!T2-2TET!G1J230<!;GBBETG-1I! 1./ [G! TG1! [UIG! K2< .AG;12.-1 .S!"#$%&"! 211G<S!
3.-3G;-1<G]2I<012.-F!-0TG<U!L010!'K3312.-F!,%@I!'0-L!<.30<!L010!2-S.;T012.-!1J0;2-]!
;G]E<012.-F!2-3<EL2-]'EIG!.S!IG3.-LO;U!L010!.E;3GIW

M2-2TET!G1J230<!;GaE2;GTG-111=G1J230<!;GaE2;GTG-1IFIGG!4'W:A!3.-3G;-2-]'1JG!K2<.1I!
30-![G! LGS2-GL! 0S1G;! 1JG! LO10! I.E;3GI! 0;G! LGS2!GIG4010! M0-0] GTG-1! %<0-!

2" W*ZA!0-LINJG-11JG!%;2/03JL!14010!%;.1G312.-ITKO3L HIGITG-1!=4"W*7!0-L!
4A'W**Al0;G!3. TK<G1GLWI\LIGIODG!.S!3<0;21UFIG03J!'K2<.1!-GGLI' 1.210¥!L.010!
TO-0]GTG-1!K<0- I;GOLU![GS.;G!1JG!K2<.1!110;1IW!5G3J-230<!-.1GI!"2<<![G!K;./2LGL!S.;!
136!, DI[U! 1JA%MW

#0,.3GLE;GI!;G]0;L2-]!11JGLO10!TO-0]GTG-1F!IIGG!4010!MO-0]GTG-1!1%<0-I="W*ZAAW
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2.5 General ethical principles for management and research

5JGI3<011230<!G1J230<!K;2-32KsH2GL![G<.MIG;/G! Ol O![0I 2I'S.;11JG!G<G312.-1.S!
1IG!"#$%&" K;.HG3I! G1J230<!K;2-32K<GI! 0-L! 3.-11;E312.-1.S!11JG! G1J230<! 101G TG-1I!
JE2L2-]'11JG!;GIG0;3JFILG/G<.KTG-1!0-L!2--./012.-ILE;2-]'11JG!G-12;G!"#$%K;. HG31W!
5JGIG!K;2-32K<BB;GIG<G31GL!ISA2G"2-]11JG!T.;0<<U!IEI102-0[<G!K;.];GIII2-13H
3;G012.-1 .S! .E13.TGI! O-L! S2-L2-]I! LE;2-]! 1JG! G-12;G! K;.HG31W! 5JG! K;2-32K<GlI! O-L!
1101GTG-1110;G![2-L2-]'1.! 0<<![10DGJ.<LG;IF! G/G-1 1JG! T.I1I 2TK.;10-1! ;.468J! Ol !
TO-0]G;IF! OL T2-211;01,;IF! TG1J.L.<.]2I11I! O-L!'; GK.;1G;I! A.;D2-]! 2-1 1IG! "#$%&" 6
K;.HG31!IEKK.;1GL![U!1JG!K;.HG31!3..;L2-01.;F!".;DIK03D0]G!<GOLG;I!'0-L! 1JG!GN1G;-0<!
0-L!2-1G;-0<!G1J230<!GNKG;1I!I=CG"TO-le!_;.A-I*++XFNA

@GIGO0;3J! 2-1G];21U! 0-L! G1J230<! 2IIEGI! 0;G! LGIGSB2.;I! S.;! 1JG! IE33GIISE<!
2TK&TG-1012.-1 .S! 0! K;.HG31! 1J01! 2-/.</Gl! EIG;I! O-L! GIKG320<<U! 1;20<I! 2-1 1JG! JG0<1J!
L.TO2- FIE3J!0I"#$%&" "W!fJG-121!3.TGI!1.11G3J-.<.]JU!0-L!L010!J0;2-]12-1]G-G;0< F
NJG;GIKG;l.-0<!I'L010!.[102-1 0! IKG320<! TGO-2-]' =&5",! 5@! 877(AB!IG;2GI! .S KE[<23!
21IEGITOU!0;2IGb!1JGIL2SS23E<1ULS!IG-IE;2-]'K;2/03U!0-L!3.-S2LG-120<21UNIG-11J2;LIK0;12G
0;G!2-1G;GI1GL! B2-2-] 033Gl 1.111.;GL!KG;I.-0<! JG0<1J! LO10F! .;! 1JG! L2SS23E<1U! 2-!
OlIE;2-]'11JG!IG3E;21ULS!IJ0;GLIKG;1.-0<!ILO10WIj-11JGL1IIB: LFI. TGLS!11IGIG2IIEGI!

TOU! 0;.EIG! 3.-1;./G;IU d T .;G! IKG32S230<<UF! GSSG312/G-Gll! /G;IEl! 3.-S2LG-120<21Ub
033Gl 0-L!130;2-] !.SIK012GH) KG;l.-0<! JG0<1J! L010! 2-! ;L G;! 1.1 K;./2LG! GSS232G-1!

0-L 1J2]J&EO0<2B0;A@ TOU! <GoOL! 1. IJO;GL! 1G3;G3UF! ~J23J! TOU! 33C<]G!
3.-S2LG-120<ABR1IG;!32LG;012.-12111J01!.&;2/03UG;El 13.TT.-!]..Lb!K;2/03U!

TOU! [G! E-LG;T2-GL! S.;! 1JG! IODG! .S! 3.TT.- 2-1G;GI1l! =;GIG0;3JF! OLT2-211;012.-F!
K<0--2-]I0-L!K;G/G-12.-Al1J01![G-GS21!1JG!3.TTE-21U!.;!IK.KE<0120!:G01!130<GW

,-11JG!S.<<"2-110[<GFG!K;GIG-111JG!;G]E<012.-1;G]0;L2-]'1JG!;GIG0;3J!12-1G];21U!0-L!
G1J230<! ;GaE2;GTG-1I! 2-! 1JG! 3.-1GN1! .S! 1JG! "#$%&"! -G17.;D! 2-/.</2-]! JETO-!
K0;1232K0-11!0-L!11JG!K;.1G312.-1.S!K0;1232K0-1"L010W

Table 5: List of essential principles in SHAPES research and project ethics

ALLEA (2017)

Reliability “Reliability in ensuring the quality of research, which is
reflected in the design, methodology, analysis and use
of resources.”

Honesty ‘Honesty in developing, undertaking, reviewing,
reporting and communicating research in a
transparent, fair, full and unbiased way.”

Respect “Respect for colleagues, research participants, society,
ecosystems, cultural heritage and the environment.”

This project has received funding from the Eu!ropean Union’s Horizon 2020 research

and innovation programme under grant agreement No 857159! * :*
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Accountability

Beauchamp and Childress (2013)

Respect for autonomy

“Accountability for the research from ideation to
publication, for its management and organisation, for
training, supervision and mentoring, and for its wider
impacts.”

The right for an individual to make his or her own
choices. Integrity of its members, confidentiality, rights
of deceased people

Beneficence

The principle of acting with the best interest of the
other.

Non-maleficence

The principle to “above all, do no harm”.

Justice

Belmont Report (1978) on researc

Informed consent

Fairness and equality among individuals.
integrity and applications

Respecting persons requires that subjects are capable
to choose what shall or shall not happen to them. The
consent process contains three elements: information,
comprehension and voluntariness.

Risk-benefit analysis

It is an opportunity and a responsibility to gather
information about proposed research: for the
researcher it is a means to examine whether the
proposed research is properly designed; for the
reviewer it is a method for determining whether the
risks presented to subjects are justified; for prospective
subjects the assessment will assist them in determining
whether or not to participate.

Selection of participants

Cultural identity

Fair procedures and outcomes in the selection of
research subjects must be applied.

Respect of cultural identity of the informants.

Sustainability

Responsible use of resources in research.

Diversity

Biodiversity and diversity in management.

This project has received funding from the Eu!ropean Union’s Horizon 2020 research

and innovation programme under grant agreement No 857159! * :*
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2.6 Ethical challenges related to COVID-19

5JGB.;.-0/2;Ell =OjV,4 6+AK0-LGT231.387*+1J0I! 0SSG31GIGE-12;GH.:<LF12-3<EL2-]!
"#$96&"1 K0:1232K0-18 3.E-1;2GIW! O}V, 88+ 2<<DSSGE3LTG! .S! 1JG! "#$%&"!
I3JGLE<GI\ELLOTG-10<!:2]J1110;Gl[G2-]";GI1;231GL!I2-I1. TG!3.E-1;2GK2DG!1JG!S;GGL.T!
S!T./GTG-1AWAELU! .S! 30;G! 21! 1JG! |E2L2-]! K;2-32K<G! NJG-! 3.<<0[.;012P2LG;!
KG;1.-110-L!.1JG;!3212dG-I\i&03J!K0; 1232K0-1!3.E-1;U2<<!S << A1JG!-012.-0<!|E2LG<2-Gl!
:G]0;L2-] IK.II2[<G!;GI1;2312.-1;G<01GL!1.10jVBH FITGO-2-]d

ol U@2<JIT2]J11J0/G!1L.I[G!;GI3IGLE<GN

o/ UG.HG3LITGG12-|II"2<<![{BL2 | GL!-<2-G!E-12<!1JG!21EQIQR2TK;./GLW

o/ $<Q312/212R211J!12-S.;TO-1IFI1ELG-1IF'K0;1232K0-1I'G13W!ILE;2-]'1JG!KO-LGT23"2<<!
[G!OKK;.03JGLI"21J!GN1;0!30E1%/-

o/ &G;U.-G! TEI1! .[GU! <.30<! 0-L! ] <.[0<! ;G]E<012.-I! 0-L! <O7I! O-L! IKG320<!
0;;,0-]GTG-1I'0-LIGTG;]G-3U! <0NW

o/ &N1;0!011G-12.-1 "2<<! [G! KO2LLNZ[KG! GSSG31l! .S! O)V &+! 2-1:G<012.1.!
"#3%&"! 1.<E12.-1'0-L!K;.3GIIGIW!5J21!1"2<<!K;2T0; J&UG/0<E01GLS1G; 0;LIW!
\.;GNOTK<GFT0-U! .<LG;! 2-L2/2E0<I' "2<<!10U! J.T&/G-! T.;G! 1J0-! LE;2-]!
h-.;TO<!12TGIW!\.,;!12-110-3GF2-\2-<0-L'KG.K<G!./G;!)7!0;GOL/2l GL+.1! 1.1].!
E1'S,;1];.3G;2GI! [E1! 2-11GOLL.! 0/.2L! 11.;GI! 0-L! 2-1G;0312.-W! 5JG! K.II12[<G!
;GIE<12-K.-G<2-GI10-L ' TG-10<!JG0<1J! 2IIEGHL ! KG;JOKI! 30KO[2<PH1.! EIG!
L2SSG;G-1! LG/23GlI! 0-L! 0KK<23012.-I! TOU! 2-3;GOIGW! 5JG! -GGL! S.;! #3$%&"
|.<E12.-1'T2]J1I[G!GIKG320<<U!2-1@:{{|;G<012.-11.10jV,46+!;G11;2312.-IW

<&O1%$)* - 1§+ &#+&=+7 ( - 1#5H

3.1 General principles

$<<!:GIG0;3J!112<<![G!30:;:2GL! .E1!1 2-10!/.<E{TRAG: F;GIKG312-]'1JG!0EL.-.TU!.S!
:GIG0;3J1K0;1232K0 G<T.-1I@GK.;1*+)'c#G<I2-D214G3<0;012.-*+X:CI$>>&$IS THYA
5JG!;2]J111.SI0<<IJETO-1[G2-]112-/.</GLI2-11JGIK;.HG311"2<<![G!;GIKGBIGISHGL. T!
.SIG/G;U!110DGJ.<LG;!"2<<![G!|E0;0-1GGL! =#G4@IBBOL- I *+X: ¢! $:123<G!:1.S! 1IG!
$LL212.-0<1%:.1.361$>>&$!87%) AW

|

5JG! ;GIG0;3J! KG;S.;TGL! A21J2- "#$%&"! A2<<! -.1! 2-/.</G! ;2IDI! 0-L! [E;LG-I! 1.!
K0;1232K0-1111J01!0;G!-.1'HEI12S2GL!2-1 1G;TI!.S!1JG!K.1G-120<!J0; TI0-L![G-GS21I!.S! 1JG!
‘GIG0;31=$;1238G S1IG!I$LL212.-0<1%;.1.3. 4% %!; GIG0;3J10312/212G1!30;:2GL! . E11121J2-!
"#$9%8&"1"2<<!:GIKG31!1JG!K;2/01GIkS! ;GIG0;3J!K0;1232KO00-L! 1JG3.-S2LG-120<21U!
:G]0;L2-]! 1JG! LO10! 3.<<G31GLE1! 1JGT! TEI1! [G! |E0;0-1GGL! =$;123<G! 8(! .S! 1JG!
$LL212.-0<!%:.3.< cB>>&$!87%) AW

|
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,S! 3.TKG-1012.-! 21! .SSG;GL! 1.! "#$%&"! :GIG0;3J! K0;1232K0-1IF! 21! 1J0<<! -.1! [G! 0-!
2-3G-12/G!1.IK0;1232K01G!2-1;GIG0;3J1=$:123<G*81.SI1IG!$LL212.-0%96 BB Z*) AW

|

5JGI"#$%&"ILG/G<.KG;'0-L:GIG0;3JG;IIK;.1G3IF[UI0<<!-G3GII0;U!ITG-| FUGNI0SG1U!
.S! K0:1232K0-1! 0-IR-2T2 G!0<<! K.1G-120<! :2IDI! 0-L! [E;LG1JOLKO;1232K0-11! TOU!
E-LG;].I=$;123<G!8*.SI11JGI$LL212.-0<!%;.1.8.<AW
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9.

10. Control over one’s Environment.

Life. Being able to live to the end of a human life of normal length; not dying
prematurely or before one’s life is so reduced as to be not worth living.

Bodily Health. Being able to have good health, including reproductive health; to be
adequately nourished; to have adequate shelter.

Bodily Integrity. Being able to move freely from place to place; to be secure
against violent assault, including sexual assault and domestic violence; having
opportunities for sexual satisfaction and for choice in matters of reproduction.

Senses, Imagination and Thought. Being able to use the senses, to imagine,
think, and reason—and to do these things in a “truly human” way, a way informed
and cultivated by an adequate education, including, but by no means limited to,
literacy and basic mathematical and scientific training. Being able to use
imagination and thought in connection with experiencing and producing works and
events of one’s own choice, religious, literary, musical, and so forth. Being able to
use one’s mind in ways protected by guarantees of freedom of expression with
respect to both political and artistic speech and freedom of religious exercise.
Being able to have pleasurable experiences and to avoid non-beneficial pain.

Emotions. Being able to have attachments to things and people outside ourselves;
to love those who love and care for us, to grieve at their absence; in general, to
love, to grieve, to experience longing, gratitude, and justified anger. Not having
one’s emotional development blighted by fear and anxiety. (Supporting this
capability means supporting forms of human association that can be shown to be
crucial in their development.)

Practical Reason. Being able to form a conception of the good and to engage in
critical reflection about the planning of one’s life. (This entails protection for the
liberty of conscience and religious observance.)

Affiliation.

1. Being able to live with and toward others, to recognize and show concern
for other humans, to engage in various forms of social interaction; to be
able to imagine the situation of another. (Protecting this capability means
protecting institutions that constitute and nourish such forms of affiliation
and also protecting the freedom of assembly and political speech.)

2. Having the social bases of self-respect and non-humiliation; being able to
be treated as a dignified being whose worth is equal to that of others. This
entails provisions of non-discrimination on the basis of race, sex, sexual
orientation, ethnicity, caste, religion, national origin and species.

Other Species. Being able to live with concern for and in relation to animals,
plants and the world of nature.

Play. Being able to laugh, to play, to enjoy recreational activities.

1. Political. Being able to participate effectively in political choices that govern
one’s life; having the right of political participation, protections of free
speech and association.

2. Material. Being able to hold property (both land and movable goods) and
having property rights on an equal basis with others; having the right to
seek employment on an equal basis with others; having the freedom from
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unwarranted search and seizure. In work, being able to work as a human,
exercising practical reason and entering into meaningful relationships of
mutual recognition with other workers.
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+W_E2<LI!.-11JG!E-LG;I10-L2-]!1301!0-Ul[G-GSALG! S ;1 1JG!]..L!.S!.32G1U!O-L!
0-U!"2LG<U!1J0;GLIGNK;GII2.-1'.S!'3.-3G;-1 0[.E1! 1J;G01l! S U.E;!;GIGO0;3J!
TEIL![G!3.-12LG;GL!I="21J!1JG!033GK10-3G!1J01!3G;102-!;GI&03023GTOU!
JO/G!1.![G!0[0-L.-GLA !!
=&E;.KGO-IO.TT2112.-F!877)A !

3.6 Processing of personal data during the SHAPES project
3.6.1 Processing of personal data during research activities

5JG!3.<<G312.-10-L!K;.3GlI2-]!' .S'KG;1.-0<! L010! 2-! 1JG! "#$%&" K;.HG31! LE;2-]' 1JG!
G1-.];0KJUF!S.3EI';.EKIFI.;DIJ.KIFNE;/GUI0-L!2-1G;/2GMN"2<<I[G! T2-2T2 GLW!_E1!
12-3G! KG;l.-0<! LO10! 21! -GGLGLHIG!"4%@! 2I' OKK<2GLW! 401272 012.-! O-L!
0-.-UT2 1012.XKIGEL.-UT2I 012.-"2<<![G!0KK<2GL!2-11JG!K;.3GlI2-]G8E0;3J! L010!
=1GG!1JG!4010!MO-0]GTG-U<0-F4 "W*ZAW

j-11JG! 3.-1G-1 !S.;TRK0;1232K0-111"2<<![G!3<G0;<U!2-S.. TGLINGKE;K.IGIGI2-L!
1JCK;.3GI12-]! .S1JG2;IL010!0-L1J.N211M2<<[GIEIEGAKKG-L28ILI0-LI( AMBJI211N2<<!

[G! 2-3<ELGL! 2-11JG!2-S.;TGL! 3.-IG-1! S..:TW! 4G102<GL!K;.3GLE;GlI! S.;! L010! 3.<<G312.-F!
11.;0]GF!K;.1G312.:0-L I :G1G-12.-F! 0I' "\G<<! 0I' LG102<GL! [0SGGLK:GF0:G! 1.![G!
LGI3;2[GL! 2-1 1JG! 4010! MO-0]G T G- BA<0-1=4"W*ZA0-L! 2-1 "#$%&"1 L010! K;.3GI12-]!

:G3.;LIW

"KG32S23! JIGBGAI01GL! KO;1-G;I! A2<<! 0<I.! [;2-]! 1JG2;! LO10[0B3102-2-] ! JGO<H)
:G<01®:-S.;T012.-1=K:G/2.EI<U!3.<<G31GL!2-S.;T012.-AlS ;. ILG/G<IKTGWI# AG/G:F
1J211L010! 20-.-UT2 | GLIO-L! EIGL! .-<U! S.:1 1JG!GI12-]! 0-L! /0<2L012-]! 1IG! "#$%&"!
|.<E12.-1[GS.:GILGK<.UTG-1!1G06&2SG!I3G-0: 3N
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-.T2-01G!0!4010!%:;.1G312jSS23G;!0-L!4010"-G;IwW!

3.6.2 Processing of personal data on the SHAPES platform during pilots

@GaE2;GTG-1I!S.;IR GlI2-]1.S1JG0<1J!L010!0-L!.1JG;!KG;I.-0<!L010!.-11IG!"#$%&"!
K<01S.;T! Ol! KO;1! .S! 211! IG;/23G! K;.LE312l! LGI3;2[GL! 2-! 4'W! O-L! 4W*ZW5JG!
2TK&TG-1012.-1.SI11JGIG!ISGO1E;GI2112-11E;-ILGI3;2[GL!2-1/0;2. BHABBILG<2/G;0[<IGIW
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;GaE2;GTG-1I! .S! 1JG! 4% GS2-GL! 2-1 4'W:1 =G1J230<! ;GaE2; G\M&OBA K2<.1!1 "2<<!
1JG;GS.;G!3.E31!0!4010!%;.1G312.-10-L!%;2/03U!, TKO31!$IIGIITG-11=4%,$Ki2.;!1.!
GO3JIK2<.ROBJ!IK2<.TEI1!-.T2-01G!1JG!4010!%,.1G312.-1j]SS284;!LGS2-G!1JG!4010!
%;.1G312.-1%.<23U!S.;!IG03JIK2<.1!1=IGG!1JG!I1GTK<01G!2-MJG!0--GNA

5JG!3.-IG-11S,;IK;.3GlI2-]!G-L &EIG;I dKG;l.-0<!L010!.-11IG!"#$%&"1K<01S.;TILE;2-]!
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SE&H)" -HE LU= " HAS

4.1 Incidental Findings in the Healthcare context

-11JG!3.-1GN1!.S1JG0<1J!:GIGERBG!1G; ThB2LG-10Q-12-]I i!=)\AI2I'EIGL!1.12-L2301G!
E-GNKG31GL! K.[212/G! S2-L2-]IW! 5JG! 1GEGh2K21.B10-L! 201;.]G-23iF! h-.-6
2-32LG-10<! 1G3.-LO;U! S2-L2-]IiF! hE-0-1232K01GL! S2-L2-]i! O-lALBJ8]! S2-L2-]ii!
LGI3;2[G! 1IGIG!S2-L2-]IK0; 123E<0;<UI"JG-11JGU!0;G! 031 E|G&BM.1! E-GNKG31GL<U!
L213./G;GL!=":GG-IG<I0<W!SMZA

-l KE[<231G0<1J!K;.J;0TIF11JG!2-32LG-10<!S2-L2-]' TOU![G!I.320<![G-GS21I!:GIE4A2-]
GWRNGO1G;IGTK<.UTG-11.;11JG!I1;G-]1JG-2-].SI3. TTE-212GI!=B0II!87 7*AW!$-1G 1J230<!
L2<GTTO!LEG!1.!1JG! 2-32L @B 2-]I!;GaE2;GI! 0! 1026F0LGF! G/2LG-3gRIGL! K<O-!
0-1232K012-]! 1JG! K.1G-120<<U! [G-GS2320<! .;! JO:TSE<! 3.-IGAEG-3GI! 0-L! 1JG2;! :G<012/G
2TK.;10-3G!S.;! 1JG!K0;1232K0-11!2-10112110-3G!.S! 0! HHG32S 23! fIB-GS21!0-0<UI12IW!
&1J230<!3J0<<G-]GI:G<01GEIKG31!.SIK012G-110E1.-. TUFIK;2/03U!0-L12-1G;GI11!G-102<I!
3.-12LG;012.-1.SI11JGIK012@HK; GSG;G-3GI!0[. E1IL213<.IE;G!.S12-32L.G-10<!S2-L.2-]IW!I5J2I!
TODG!21!-G3GII0;U!'S.;!1JG!1GI1G;I!0-L!;GIG0;3JG;I! 1.LGS2-G!0!K;.1.3.<!S.;12-32L.G-10<!
S2-L2-]IK:2.11.11GI2-] WE3J IK:.1.3.<12-3<ELGIb*AILGI3;2K12.-1.SIK.1G:<E202-]11.J01!
TOU!0;2IGFI8AI0K<(B!;!LG0<2-]1"21J10-U!S2-L24P-L 1 ZAIL2I3<.IE;G!.S!1JG!K<0-!1.11JG!
K0;1232K0-1IW!,-10!30IG NI IG!G/2LG-3G!;G<01GL!1./[G-GS21110-LI1J0; TI'2!!-.1!3<GO;F!
K<0--2-]!; GAaE2;GIIK;./212.-1!S.;|LGI3;2[2-]'K.1G-120<![G-GS211!0-L!;2IDI!1.!K0; 1232KO0- 1!
0-L! 0112112-]! 1JGT! 2-! LG3212.-6T0D2-]! .-! 1JG! [0l 21 .S! 1JG2;! A-! JO<EGI! O-L!
K;GSG;G-3GI! =&<<[10-L!5J.T[I'87*:Ad S.;!0! 1GTK<01GF! IGG! 1JG! 01103 EG>2V&;!
87*AW! - 1JG! "#$%&" K;.HG31F! 1JG! =-.-AL2I3<.IE;G! K<0-! S.;! 2-32LG-10<! S2-L2-]I! 21!
2-3<ELGL2-! [.1J! 1JG! LG/G<.KTG-19;GIG0;3J! K<O0-! 0-L! 2-1 1J&4G-1 ! S.;T! S.;!
K0;1232K0-1IW

|

4.2 Incidental findings and other sensitive information in the context
of SHAPES

!

h-32LG-10€-L2-]1 i;GSG11.10-UIE-GNKG31GL!S2-L2-]'11J01b
!

o/ ;GIEIS;.TI1JG!L010!3.<<G312.-10312/212GI1!3.-LE31GL!2-11JG!$312.-F! GIKG320<<U! 1JG
L010!3.<<G312.-1"21J!.<LG;!2-L2/2LEO<I!0-L!30;G]2/G;|F!-0IB 2! K2<.110312/212GIF!
2-1G;/2GM!0-LL[IG;/012.-Ic !
|

ol 211-1;G<01GL!1.110[BIG31!.S!1JG!;GIGO0;3Jc
!

ol 3.-3G;- 112-110-3GI!1J01F![OIGL!.-11JG!;GIG0;3J@]D-.A<GL]G!0-LIHEL]TG-1F!0;G!
G/2LG-1<U!12<<G]0<!,;1K.1G-120<<U!3;21230<!S.,;110SG1U!0-LIIG3E; 21UW
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5J2I!'TGO-111J01!12!"#$%&" F!04232LG-10€-L2-]!;G<01GL!IN!IJG0<1J!3.-L.212.-I TOU!
GTG;]G![.1J ILE;2-]!1JG;GIG0;3)! "2 1IG! GHEIG;I !0-L! 01!10!3.-IGaEG-3G!.S!L010!
K;.3GlI2-]1.-11JG!"#$%&"IK<01S.;T!=IGG!1JES2;11!;.A.S!11JA 0[<G![G<.NA!

5JG!IZ;IE<<G1IK.221I;,G<01GL!1.;;GIGO0;3J3!12-1G];21U!0-LI121'aE21G!2T2<0;!1.11JG!N21E012.-I!

D8.2 Baseline for SHAPES Project Ethics

Version 1.1

LGI3;2[GL!O[./G!2-11JGHE[IG312.-1h,-32LG-10<N\2-L2-]1!12-1#G0<1d@GIG0;3IW!I5JGI0I1!
K.2-121';G<01GL!1.11JG!EIG!.S![2]'L010!0-L!$,'LE;2-]'1JG!IG;/23G!K;./1212.-1.S1/0;2.El!
"#$%&"1G;/23GIILE;2-]'11JG!K2<.11!10-L!0S1G;!1JG!K;.HG31INIG-11JG!UI1G TEA (Y

#1G/ GiF12SINGI2-1"#$%&"1"2LG-! 1JG!KBB312/G! 8321 G-10R@-L2-]I! .E1I2LG! 1JG!
JG0<1J! 3.-L212.-! .S! 0-1 2-L2/2LEO<F! ~G! TOU! L2I3EID1IG-1212/G! 2-S.;T012.-1J01!
GTG;]GLILE;2-]'1JG!S.<<.A2-]'121E012.Hb

" G-1212/G!2-S.;T012.-ITOU![G!;G<01GEBWRMAIG!8<.72-]I30IGI FG21JG;!12-1G-12.-0<<U!

ol GI-.];,0KJ23!;GIG0;3J1"21J!11JG!4L G;IKG.K<G!

o/ ;GIG0;3J!;x01GL!1.11JG!3.-. KIIO-L!"#$%&"IG3.IUI1GT !

o! 1G;/23GIK;./212.-1.-11IG!"#$%&"IK<01S.;T!S.;11JG!. 4 G;IKG.K<G

ol 2-S.;T012.-! IG;/23G! K;./212.-! .-I 1IG! "#$%&"! K<01S.;T! S.;! ;GIG0;3JG;IF!
JG0<1J30;G!.;]0-2d012.-I'G13W!

JIE-2-1G-12.-0<<Ub!

o/ 2-S.;TO12.-I0[.E1!1JG!T2IEIG!.S!0!G;/23G9IUILGT![U!0-12-L2/2LEO<!3<2G-1!.;![U!

IG/G;0<!13<2G-11!

ol 2-S,;TO12.-10[.E1I1JG!UI1IGTO0123!T2IEIG!.S!0NG;/23GOlUILGT!U!NIG/G;0<!342G-1I

o/ 2-S.;TO12.-10[.E1!1JG!EG1J230<!0312/212GI9LGBFRR2-]! .-! 1JG! <G/G<!.S!0-!

.;]J0-21012.-10-L! 012-]<G!.;DG;!!!
o/ 2-S.;TO12.-10[.E1MUI1GTO0123!E-G1J230<!0312/212GI9EEBRR2-} .- 1JG!I<G/G<!
.S10-1.;]0-2d012.-1=.;1G/G-11JG"N].<G!G3.IUILGTA!
Table 6: Incidental findings (IF) and sensitive information (Sl)
SHAPES (e.g., WP2 SHAPES research | The use of the The use of
ethnographic) activities with SHAPES the SHAPES
research activities with | service providers | ecosystem on a ecosystem
the older people and other micro level and big data
stakeholders on a macro
level

Incidental findings (IF)
on an individual’s
health condition (e.g., a
new undiagnosed

IF may emerge during
ethnographic research

IF may emerge

from the analysis
of an individual’s
health and other

disease) data
Sensitive information SI may emerge during SI may emerge SI may emerge
(SI) on the ethnographic research | during interviews | from the analysis

organisational level
related to an individual
(e.g., misuse/unethical
activity of the client)

etc. related to
the CONOPS

of individuals’
health and other
data
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Sl on the organisational SI may emerge Big data

level related to during interviews analytics

misuse/unethical etc. related to may reveal

activities of several the CONOPS systematic

clients misuse

Sl on the level of SI may emerge during | Si may emerge SI may emerge

organisation and ethnographic research | during the from the analysis

unethical interviews etc. of individuals’

activities/decisions of a related to the health and other

single worker CONOPS data

Sl on the level of SI may emerge during | SI may emerge Big data

organisation and the ethnographic during the analytics

systematic unethical research interviews etc. may reveal

activities/decisions by related to the systematic

several actors CONOPS misuse

4.3 Activities/procedures related to incidental findings and sensitive
information during the SHAPES project and on the SHAPES
platform

4.3.1 Incidental findings and sensitive information during research

-1LIGI#$%E&" K HGFLIG!=-.-AL2I3<.IEGIK<0-!S.;12-32LG-10<!S2-L 2-]1!12112-3<ELGLI![.1J!
2-11JG!LG/G<.KTG-19;GIG0;3J!K<0-I10-L!12-113dG-1 IS.;T!S.;!K0;1232K0-11'=1GG!1JG!
3.-1G-11S.;T12-11JG!I0KKG-L2NAW

@GIG0;3J!K<0-1!11J01! TOU!2-/.</@N;2ID!.S!2-32LG-10<!S2-L2-]I' TEI1![G!0BAGL!G21JG;!
[U!1JG.;]0-2 1012.-gltA-! [.0;L!.S!IG1J23I=GWIME-2/G;I212@k.;!2S!1JGJ0-2 |012.-!
L.GIl-.11J0/G!E3JF!1JG-1011IGH#$%&"1&$_W! 5IGIK<0-!S.;12-32L.G-10<!S2-L THI1!
[G!IG-1!1.11JGP6'12-1G;-0<!;G/2GN1GOT!S.;!3. TTG-1IW

,SR32L.G-10€82-L2-]I'0;G!2LG-123261JG!3.-1GN1!.S!"#$%&"10312/2 QG EIL! [G!
;GK.;1GL!1.11JG!;G<G/0-110E1J.;21U! ;11.11JG!;GIK.-12[<G!.;]0-21012.-0<! 0HBEBEK<!0I
1JG!&MW!

5JG! GLJ23IL.S! G1J-.J;0KJU! 21! GIIG-120<! A21J2-! "#$%&"! K;.HG31! G1J234S.; TGL!
3.-IG- 110-L! 1JG! 0KK<23015421! 1.1 L2SSG;G-1! K.KE<B]G<D12.-1J2K! 21[EGIF! ;2IDF!
3./G;1121IEGI'0-L 1;G32K;.3210G GIIG-120<! 2t0GG 1J231!.S! G 1J-.];0KIUBIRI OKK<2G !
1.1"#$%&"W! &1J-.];0K JURII[OIGL!.-11JG!2-1G;0312.- [G1'GG-! LIG[HG3D-L! 1JG!
:GIG0;3JGd 1JG;GS.BLIG! ;G4@.-1J2K! [G1'GG-! 1JGE[HG3MO-L! 1JG!GIGO;3JG;! 2I!
TE<12S.30<!0-L! 3<A@-L! 1JG! ;. GI! TOU! [G! /0]EG k 21! T2]J1![G! E-3<GO0;¥G1JG;! 0!
KG:l.-12112-11JG!;.<G!.S!:GIG0;3JG;F!3<2-2320-1.;!S:2G-L ! =>24Ki: -AW!"KG320<1011G-12.-!
-GGLI'1.I[GIKO2L!1.IE[HG31R-/E<-G;0[<G!K.I212.-IW
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4.3.2 Incidental findings on the SHAPES platform during service provision

5JGI2IIEG!.SI32LG-10<!S2-L2-]I!.-11IG!"#$%&""1K<01S.;TILE;2-]'1JG!IG;/23G!K;./2I2.-
110]G! S.;! .<LG;! 2-L2/2LE0<2! ;G<01GL! 1.! 1JG! G1J23I! O-L! aE0<21U! .S! 1JG! "#$%&"!
G3.IUI 1GTW!5JGIG1J230<!;GaE2;GTG-11!S,;! 1JG! K;.3GIE 1EI5;GS.;G! LGI3;2[GL! 2-!
h&1J230<!IS;0TGA,;DIS.;I"#$%&"i14'W:I=MXAIO-L!4'W*:1=M* AW!!

5JG!2IIEG!.S!2-32LG-10<!S2-L.2-]I121!10<I.];G<01GL!1.11JG!aBQIGUO DEI!"#$%&"!
1G;/23GI'0-L!L010!0-0<U123MGWLOIDRINI.IG<2T2-01G!S0<IG!K.1212/G!0-L!SO0<IG!-G]012/G!
;GIE<1MIGIGI0;GL2I3HIGL!I2-IL.3ETG-1I 14'W:10-LI4'W*: Wi

4.3.3 Sensitive Information revealed though the SHAPES platform and its data
analytics

5JGIBEGLSIG-1212/GI2-S.;T012-11JG!"#$% &"IK<01S.;T®IG-K;./2L2-]! K.KE<012.-!
<G/G<! 2-S.;T012}5;/23Gl 0;G! ;G<01GL! 1.! 1JG! G1J23I! 0-L! aE0<21U! .S! 1JG! "#$%&"!
G3.IUILGTW!5JG! G1J230<!;GaE2;GTG-1I! 3G KIGGLE;GI! "2<<! [&GI3;2[GL! 2-1 1JG!
h&1J23B0TGA,;DIS.;I"#$%&"i'4'W:  10-LI4'W*ZI=M*AIL.3ETG-1IW!!

28@-=-h-#) -5+
$>>&BWIS<<I&E;. KGO-1$30LGT2GIWIB7*)WI5JIG!&E;.KGO-IO.LG!.S!0.-LE31!S.;!@GIG0;3J!

-1G];21UW! @G/2IGL! GL2IRLRAH990<<GOW.;]%HEE>-LE319 $33GIIGL! *)! QO-EO;U!
8787W
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INS,;L1?-2/G;121U!%;GIIFICGMII.; DW

0.-/G-12.-! .-l #ETO-! @2]J1I! O-L! _2.TGL232-G! =j/2GL.! O.-/G-12.-AF! O.E-32<! .S!
&E;. KGF!*++)W!J11Kb993.-/G-12.-18X82-195;G01U9&C95;G012G19#1 T<e$8 3L !
Z*IMO; 3J!187*)W

40<T032.-FI"'WVW!87*7W!15JG!&1J23I!.S!0-!,-32LG-10<!@GIG0;3I\2-L2-]b!$!O0.TTG-10;UW!
$120-!_2.G1I231'@G/2G "W!I8=*AW

&<<IFIOW!e!5J.T[IF!_W!87*:WI5JG!G1J23I!.S1J.M1.1T0-0]G!2-32LGSIKP-]IW!O0-0L20-!
MGL230<!$11.32012.-1Q.E;-0<!*'X=+Ab! XK (XW

&E;. KGO0-10.TT2I12.-W!42;G31.;,016G-G;0<! S.;! @GIGO0;3JF! "32G-3GF! &3.-.TU! O-L!
".32G1UW!87*7W!&E;. KGO-I5GN1[..D!.-1&1J231!12-|@GIG0;3IW!&?@!8::(8W!$33GIIGL!*(!
QO-EQ;U! 8787W! ! J11KIb99G3WGE;.G0BIH9]32G-36
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ETHICAL SELF-ASSESSMENT FOR THE RESEARCH OF EACH WORK PACKAGE
(ANNEX 1)

This evaluation form is based on the ethics self-assessment template of Horizon 2020 projects.
(https://ec.europa.eu/research/participants/data/ref/h2020/grants manual/hi/ethics/h2020 hi ethics-
self-assess en.pdf).

Ethics self-assessment should be completed for all SHAPES research/development/piloting tasks. Work
package leaders should make sure that it will be done. WP leaders are kindly asked to fill in the template and
upload to Teams.

Work package/pilot

Form completed by (name & partner)

Date

1. HUMAN EMBRYOS/FOETUSES

Does your research involve Human Embryonic Stem Cells (HESCs)? | |
* |yes * | no
If yes, please specify. Wait for further instructions from the ethics committee before starting the R&D work.

2. HUMANS

Does your research involve Human Participants?

yes * |no

Activities to be taken (if yes):
1) Always respect human dignity and the intrinsic value of the individuals.

2) The researchers and pilot organizations should provide participants’ consent forms with an information
sheet specifying the nature of the research. The template for the consent and information sheets are
available in Teams WP8 and in D8.2. The documents have to be written in the participant’s language. The
researcher/pilot organisation will keep the consent forms on file in a safe place until the end of the project.
Edited & translated documents are to be uploaded also to WP8 Team:s.

3) A written research plan must be provided, including details of the recruitment, types of vulnerability and
diseases, inclusion and exclusion criteria and informed consent procedures. If people unable to provide
consent will be involved, the procedures for obtaining approval from the legal representative must be
described in detail. In addition, the plan must demonstrate appropriate efforts to ensure fully informed
understanding of the implications of participation.

4) Ethics approvals by local authorities must be acquired and kept on file (e.g., when involving vulnerable
persons and persons unable to give consent. This also applies in the situation with Covid-19 pandemic.
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5) The methods and tools to be used in co-creation with the older persons will be chosen carefully by
considering their capability to function, so that there will be no burden for, e.g., vulnerable participants, or
any risk for stigmatisation. All direct costs for participants will be covered by the project.

3. HUMAN CELLS / TISSUES

Does your research involve human cells or tissues (other than from
Human Embryos/ Foetuses, i.e., section 1)? - |yes * | no

If yes, please specify. Wait for further instructions from the ethics committee before starting the R&D work.

4. PERSONAL DATA

Does your research involve personal data collection and/or | |
processing? * | yes * | no
- - - — | |
Does it involve tracking or observation of participants? cjyes * | no

, , , ! !
Does your research involve further processing of previously collected yes no

personal data (secondary use)?

Activities to be taken (if yes):

1) Informed consent forms collected from the participants are the general prerequisite for this data
processing (on the consent procedures, see also part 2, Humans).

2) Researchers should provide details regarding the procedures of the collection, storage, protection,
retention, transfer and destruction or re-use of data, as well as those regarding data safety procedures,
data transfers to third countries and tracking and observing methods. This activity is part of the data

management plan.

3) The SHAPES data processing description is filled out and uploaded to Teams. (see Data Management Plan
D8.13)

4) The Data Protection Officer and Data Owner have been nominated.

5) The DPIA has been completed and required actions implemented (pilots only.)

5. ANIMALS

Does your research involve animals?

yes * |no

Activities to be taken:

The researchers should obtain the necessary authorisations and provide a detailed analysis of the
procedures, justifications and legal compliance.
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6. THIRD COUNTRIES

Does your research involve non-EU countries?

Do you plan to import any material from non-EU countries into the
EU?

Do you plan to export any material from the EU to non-EU countries?

yes

yes

yes

no

no

no

Activities to be taken:

The researchers should provide a risk-benefit analysis, the details of the activities and compliance checks

with the EU and local legislations.

7. ENVIRONMENT and HEALTH and SAFETY

7a) Does your research involve the use of elements that may cause
harm to the environment, animals or plants?

7b) Does your research involve the use of elements that may cause
harm to humans, including research staff?

yes

yes

no

no

Activities to be taken 8 (if yes):

7a: The researchers should obtain the necessary environmental authorizations and provide a risk-benefit

analysis and compliance checks regarding legislation.

7b: The researchers should obtain the necessary health and safety authorizations and provide the details

of safety procedures and legal compliance.

8. DUAL USE

Does your research have potential for military applications?

yes no
Activities to be taken (if yes):
If yes, contact EM and ET immediately.
9. MISUSE
Does your research have the potential for
malevolent/criminal/terrorist abuse?
yes no

Activities to be taken (if yes):

The researchers should provide a risk assessment and impact on human rights, the details on the applicable

legal requirements and the measures to be taken to prevent abuse.

10. INCIDENTIAL AND/OR SENSITIVE FINDINGS

This project has received funding from the European Union’s Horizon 2020 research
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Does your research involve a risk of incidental findings?

yes

no

11.Data Management

Is your WP responsible for providing Data Management Plan? (see D8.13)

If yes, provide the plan and update is in Teams.
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Protect and promote EU
Fundamental Rights of older
individuals and other end-users

WP8,WP3,WP2
(>WP4, WP5,WP6)

WP7, WP9

Consider The Ethics of Care and
Biomedical Ethics

WP8, WP2,WP3

(>WP4, WP5, WP6)

Protect and promote Human
Capabilities of older individuals
and other end-users

WP8, WP2,WP3
(>WP4, WP5, WP6)

WP7, WP9!

Consider UN
Development Goals

Sustainable

WP8, WP3, WP7, WP9

Consider  Corporate  Social

Responsibility (CSR)

WP8, WP3, WP7, WP9

Consider EU ethical guidelines
and white paper for Atrtificial
intelligence

WP8, WP3, WP9

WP4, WP5

Be compliant with the Legal
framework for pan-European
Smart and Healthy Ageing

WP8, WP3, WP7, WP9

Be compliant with the Legal
framework for privacy and data
protection

WpP8, WP2, WP3, WP7, WPS,
WP9

WP4, WP5
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Apply Network and Information
Security Directive (NIS)

WP8, WP3,WP4, WP5

Design and implement
Supported decision-making in
the context of the SHAPES
ecosystem

WP8, WP2, WP3

Promote Digital inclusion and the
sense of security of the ageing
individuals

WP8, WP2, WP3 (>WP4, WP5)

Consider The moral division of
labour in digital service providing
with and for the older persons

WP8, WP3, WP7, WP9

Consider Welfare technology
and attraction of the older
persons care work

WP8, WP3, WP2

Consider Movement of
caregivers across Europe

WP8, WP3, WP9

Apply Customer logic approach
and Service Design

WP3, WP7, WP9

Apply Cyber Security | WP4, WP5
requirement
Be aware and consider ethical | WP8, WP3,WP6

challenges of single SHAPES
services and their use as part of
the Ecosystem
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ANNEX 3: SHAPES PARTICIPANT CONSENT FORM

Title of the study: [insert title of the study]

Location of the study: [Insert name and the contact details of the organisation and the researcher
conducting the study. Insert also the contact details of the responsible researcher and SHAPES-
project coordinator]

| have been invited to participate in the above research study. The purpose of the research
is [provide a brief and simple description for the participant to understand explanation of
what are you intending to achieve by the research]

| have read and understand the participant information sheet. The information sheet has
provided me sufficient information about the above study, its purpose and execution of the
study, about my rights, as well as about the benefits and risks involved. | have had the
opportunity to ask questions about the study and have had these answered satisfactorily.

I have been given sufficient information about the collection, processing, transfer/disclosure and
deletion of my personal data during the study, and the Privacy Notice and [insert here potential
national guidelines for research integrity] have been available as part of the SHAPES project
Participant Information documents.

By signing this form, | confirm that | voluntarily consent to participate in this study and that | also
grant consent to the processing of my personal data for the purposes described in this document
and in the privacy notice.

| have not been pressurized or persuaded into participation and | have had enough time to
consider my participation in the study. | understand that my participation is entirely voluntary
and that | am free to withdraw my consent at any time, without providing any reason.

| also have the right to request the removal of my identifiable personal data in accordance with
data protection regulation. | am also aware that if | withdraw from the study or withdraw my
consent, any data other than personal information collected before my withdrawal can be
included in the research/development/innovation data.

Date and place

Signature of Participant

The original consent signed by the participant and a copy of the participant information sheet will
be kept in the records of the researcher/developer/innovator. The participant information sheet,
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privacy notice and a copy of the signed consent will be given to the participant.

SHAPES-project PARTICIPANT INFORMATION SHEET ANNEX 4

This template includes essential information you are obliged to provide to research participants. This
template is a guide to help researchers/developers/innovators design study information sheets. You
can alter the text as necessary for your study, but headings should remain (if not mentioned
otherwise). Please note that an information sheet regarding the use of the SHAPES platform will be
provided later on.

Study title: [One consistent title should appear on all your study documents]

Invitation to participate in a [research/development /innovation] study

[For example: We’d like to invite you to take part in our research study, during which.... provide a
brief outline of the purpose of your study in lay language. You should explain briefly why and how
the participant was invited/chosen/recruited. State how many participants you are intending to
involve.]

This information sheet describes the study and your role in it. Before you decide, it is important that
you understand why the [research/development /innovation] is being done and what it will involve
for you. Please take time to read this information and discuss it with others if you wish. If anything is
not clear, or if you would like more information, please ask the person responsible for this study.
After that we will ask you to sign a consent form in order to participate in the study.

Voluntary nature of participation

Participation in this study is voluntary. You can withdraw from the study at any time without giving
any reason and without there being any negative consequences. If you withdraw from the study or
withdraw your consent, any data other than personal information collected from you prior to
withdrawal can be included in the research data.

Purpose and aims of the study
Provide a paragraph to describe the [research/development /innovation] study and why it is being
done. Include the purpose and main aims of the study in brief.

Who is organising and funding the research?

Describe the consortium that is organising and funding the research. Name the lead organisation
and the responsible organisation and researcher/developer/innovator. What's the role of your
organisation in this research? Who is financing the research?

What will the participation involve?

You should give potential participants an idea of what they should expect if they agree to take part.
What sort of information will be sought and why the collection of this information is relevant for
achieving the objectives of the study. It is important that you consider participant’s perspective.

What exactly will happen — e.g., collecting personal information, questionnaires, interviews, focus
|
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groups, tests,

use of any recording (audio, video), location data or photographs

etc.
What is the research method used?
Where is the research taking place?

Possible benefits of taking part

Any benefits to the participants that can reasonably be expected should be stated. If there are none,
this should also be stated. Indirect benefits, such as potential benefits to future patients, the wider
community and/or contributing to knowledge can be included here.

Possible disadvantages and risks of taking part
Any reasonably foreseeable discomforts, disadvantages and risks for the participants need to be
stated.

Incidental findings
Participation in this study...

Financial information

Participation in this study will involve no cost to you. You will receive no payment for your
participation. You should explain if reimbursements (e.g., travel, meals) are available.
Inform potential participants which organisations are funding / sponsoring your research.

Insurance policies
Insurance policies possibly taken out for the participants should be indicated here. Delete this item if
not relevant.

Informing about the development / innovation / research results

Describe how the results or a summary of the results will be made available to the participants.
Reassure potential participants that they will not be identified from any report or publication placed
in the public domain].

Termination of the study
The developer / Innovator / researcher(s) conducting the study can also terminate the study...
mention any foreseeable reasons for termination.

Further information
Further information related to the study can be requested from the researcher / person in charge of
the study.

Contact details of the researchers / person in charge
Name at least the principal investigator and the person in charge of the study. [insert name and the
contact details of the researcher conducting the study.

Researcher / person in charge / student name:
Telephone number:
Email:
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ANNEX 5: Privacy Notice/Policy for SHAPES research data

If you don’t process personal data during this research study, you can leave this appendix out. Please
note that the information sheet regarding the use of the SHAPES platform will be provided later on.

Within the SHAPES project, your personal data will be processed according to the European Union
General Data Protection Regulation (679/2016) and current national regulation. The processing of
personal data will be described in the following items.

Data controller of the SHAPES project
[Data controller is the natural or legal person, public authority, agency or other body who alone or
jointly with others determines the purposes and means of the processing of personal data].

Write the name of the data controller: organisation name and address.

If there are two or more controllers who jointly determine the purposes and means of processing
personal data as part of this research, they are joint controllers. Describe the roles and the division
of responsibilities between the parties here.

Contact person for matters related to the processing of personal data
Provide the name, email address and phone number of the contact person for matters related to the
processing of personal data.

Types of personal data that will be collected in this study

Provide all of the personal data and personal data types you will process. If necessary, you can use a
separate appendix. Personal data can be, e.g., a name, a personal identity code, an email address
that contains a real name, facial data, voice data, fingerprints, the iris of an eye, the shape of a palm,
a traditional signature, an address, a phone number, an IP address, a student identification number,
an insurance number, an account number, detailed income information, a given title such as a
chairmanship, gender, age, home municipality, profession, place of study, specific dates (date born,
date died, time ofan event) as well as sensitive data (race, ethnic origin, political opinions, religious
or philosophical beliefs, trade union membership, genetic or biometric data, health data, sexual
orientation etc.).

Describe whether personal data will be collected from other sources; for example, from official
registries. What kind of data will be collected and on what basis?

Personal data protection principles
Describe the information systems, software, applications etc. used for collecting and processing
personal data.

Describe how the information systems has been protected. For example:

The data that is to be processed in the information systems has been protected using the following:
user ID password [1  user registration [ access control (physical location) [

If other methods, please specify:

For what purpose will personal data be processed?
Please write a short description of the purpose of the study.

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grént agreement No 857159! { }



Legal basis of processing personal data
Please enter the same legal basis as you have provided in the privacy notice.
In scientific research, the legal basis is usually a task carried out in the public interest.

You have the right to withdraw the consent at any time as described in this notice.

Nature and duration of the study completed within the SHAPES project (how long the personal
data will be processed):

One-time research [ Follow-up research

Duration of the research:

This is the time frame needed for collecting and analysing the data and for the publication of the
study (plus three years for possible reclamations about the research results and time needed to
respond) .

What happens to the personal data after the study within the SHAPES project has ended?

Please describe the measures to be taken at the end of the study regarding whether the personal
data be destroyed or archived and for how long. For example:

How the personal data will be processed after the study has ended:

If any research materials containing personal data will be destroyed

If any research materials containing personal data will be archived

without identifiers

with identifiers

Where the materials will be archived and for how long:

Data transfer outside of the research registry:

Please describe whether personal data will be transferred outside the research group (to whom and
for what purpose). Please also take into account possible transfers to data processors (for example
translators).

Possible transfer of personal data outside the EU or the EEA:
Please describe if data will be transferred to a third country. For example: Your data will not be / will
be transferred outside of the EU or the EEA.

If yes, specify the data to be transferred, the purpose and the object of the transfer, as well as the
legal basis for the transfer in line with the GDPR.

Your rights as a data subject
Because your personal data will be used in the study taking place within the SHAPES project, you will
be entered into the study registry. Your rights as a data subject are the following:

Of the following two options, please choose the one that is in line with your processing basis and
delete the extra text. It is sufficient to enter a list of the rights and to mention how they can be
exercised. [N.B. Add open data]

If your processing basis is a task carried out in the public interest, please list the following rights:
Right to obtain information on the processing of personal data

Right of access
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Right to rectification

Right to restriction of processing

Notification obligation regarding rectification of personal data or restriction of processing

Right to object to the processing

Right not to be subject to a decision based solely on automated processing

Right to notify the Data Protection Ombudsman if you suspect that an organisationor individual is
processing personal data in violation of data protection regulations.

You can exercise your rights by contacting the data controller of the study.

If your processing basis is consent granted by the data subject, please list the following rights:
Right to obtain information on the processing of personal data

Right of access

Right to rectification

Right to erasure (right to be forgotten)

Right to withdraw consent regarding processing of personal data

Right to restriction of processing

Notification obligation regarding rectification or erasure of personal data or restriction of processing
Right to data portability

The data subject can allow automated decision-making with his orher specific consent

Right to notify the Data Protection Ombudsman if you suspect that an organisationor individual is
processing personal data in violation of data protection regulations.

If the purposes for which a controller processes personal data do not or no longer require the
identification of a data subject by the controller, the controller shall not be obliged to maintain,
acquire or process additional information in order to identify the data subject for the sole purpose of
complying with this regulation. If the controller cannot identify the data subject, the rights of access,
rectification, erasure, notification obligation and data portability shall not apply, except if the data
subject provides additional information, enabling his or her identification.

You can exercise your rights by contacting the data controller of the study.

Personal data collected in the SHAPES project for research will not be used for automated decision-
making. In the SHAPES project studies, the processing of personal data is never used in any decisions
concerning the participants of the research.

Pseudonymisation and anonymisation

Please modify the next two chapters to suit your study and delete the unnecessary parts:

All information collected from you will be handled confidentially and according to the legislation.
Individual participants will be given a code, and the data will be stored in a coded form in the
SHAPES project files. Results will be analysed and presented in a coded, aggregate form. Individuals
cannot be identified without a code key. A code key, which can be used to identify individual
research participants and their responses, will be stored (by whom), and the data will not be given to
people outside the SHAPES-project study group. The final research results will be reported in
aggregate form, and it will be impossible to identify individual participants. The SHAPES project
study registry will be stored (where) for (XX) years, after which it will be destroyed (please describe
how). (Or alternative method).
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The SHAPES professionals must inform participants if the collected data will be used for later
research (for example “The data collected from you can be later... The participant has the right to
request information of people who have received data for their use...”). If the legal basis for
processing personal data has been consented, and you wish to use the data in further studies, a
specific consent for that must be obtained. Please mention if you intend to cooperate internationally
and clarify the confidentiality and protection of the data as well as possible agreements on data

processing.
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